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1. INTRODUCTION 
 

1.1 The need for an Information Security Policy 
 

As a data controller Primary Care 24 (PC24) holds and manages a great deal of 

personal and confidential data relating to patients, the public and PC24 

employees. Information can be both in electronic and physical forms. Ever 

increasing reliance is placed on Information Technology to store and manage this 

information and the growing use of inter-operable systems to share information.  

It is important that a consistent approach is adopted to safeguard PC24’s 

information in the same way that other more tangible assets are secured, with 

due regard taken to the highly sensitive nature of some information held on both 

electronic and manual systems. 

 

This document describes PC24’s policy on information security and employees’ 

responsibilities for security of information held electronically and in hard copy 

format. 

 

The Information Security Policy is designed to comply with the 7 principles of the 

General Data Protection Regulation (GDPR): 

      

 

● Lawfulness, fairness and transparency 

● Purpose limitation 

● Data minimisation 

● Accuracy 

● Storage limitation 

● Integrity and confidentiality (security) 

● Accountability. 

 

The legal framework and standards relevant to information governance includes: 

 

● The Data Protection Act 2018 

● The Freedom of Information Act 2000 

● Common law on confidentiality 

● ISO/IEC 17799:2005 Information Security Management 

● The NHS Information Security Code of Practice 

● The NHS Confidentiality Code of Practice 

● The NHS Records Management Code of Practice 

● Caldicott 

● Information Quality Assurance (data quality).                          

 

This Information Security Policy is consistent with NHS standards and, 

legislation. Due to the interoperable nature of PC24’s services, this policy should 

also be implemented in line with the Information Security policies of other local 

NHS IT Providers with which PC24 has a relationship, and uses their devices 

and/or infrastructure, namely: 
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● Informatics Merseyside      

● St Helens & Knowsley HIS 

● Aintree Hospital Trust 

● Alder Hey Children’s NHS Hospital Trust 

● Royal Liverpool and Broadgreen University Hospital Trust.      

 

An information security Staff Checklist is in Appendix A. It is intended to help 

employees focus on the key areas that are likely to affect them on a day-to-day 

basis. The checklist should only be used once the PC24 Information Security 

policy itself is understood. 

 

1.2 Purpose 
 

This policy is designed to be an overarching Information Security policy for PC24. 

With its complete adoption it will ensure a safe and secure holding environment 

for electronic and paper based information.  

 

1.3 Scope 
 

This policy applies to: 

 

● All PC24 employees and agency staff 

● PC24 Directors and Non-Executive Directors 

● Visitors to PC24 

● Associate and Locum Clinicians undertaking sessions on behalf of PC24 

at any location, at any time 

● Other persons working for PC24, persons engaged on PC24 business or 

persons using PC24 equipment and networks such as third party 

contractors 

● All usage by anyone granted access to PC24 network 

● Any information processor acting on behalf of PC24.      

 

2. Definitions 
 

Access profile: a template that describes permissions appropriate to a role or 

position. 

 

Business Continuity Plan (BCP): this is a formal structured plan which 

describes how the business unit is to operate during a declared major incident. 

 

CFH: Connecting for Health 

 

PC24: Primary Care 24 

 

Core operational network: part of the internal data network that provides 

controlled clinical and non-clinical secure services 
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End point protection software: software that controls various aspects of the 

use of PCs and other user devices 

 

FOI: freedom of information 

 

IAO: information asset owner 

 

Information asset (IA): an information asset is an identifiable and definable 

information-based organisational component which is ‘valuable’ to the business 

of that organisation and without which critical business processes would 

potentially fail 

      

Information governance (IG): is a framework that ensures that personal and 

corporate information is dealt with legally, securely, efficiently and effectively to 

appropriate ethical and quality standards 

  

Information risk assessment: the chance of something happening that involves 

information, which will have an impact upon PC24s compliance with information 

governance requirements, the achievement of PC24’s objects and the provision 

of patient care 

  

Information system: includes manual files, electronic files, databases, 

applications and networks 

  

Mobile device: includes but is not limited to USB memory sticks, laptops, net-

books, CDs, external hard disks, tablet PCs, digital Dictaphones, digital cameras, 

smart phones, mobile phones, data tapes, tape Dictaphones, zip drives, z pens 

and memory cards 

  

Remote access: provision of access to PC24’s network services from non- Trust 

locations. 

 

SIRO: senior information risk owner 

 

Smart phone: a PDA with access to the Internet and mobile phone network. 

 

Third party service provider/ data processor: Setting up a contract with an 

external supplier to either process personal data on PC24’s behalf or to provide a 

service to the Trust where they will require or have access to PC24’s information. 

 

PC24 data: recorded information in any media, which has been created or 

gathered as a result of any aspect of the work of all PC24 employees. For further 

guidance please refer to PC24 data flow chart. 

 

PC24-owned device: a device that has been purchased by PC24 or has been 

purchased by another organisation or company but is used and controlled 

exclusively by PC24. 
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3. General Information Security Policy Statement 
 

All of PC24 IT systems are secure and confidential. These are operated in 

accordance within NHS guidance, Caldicott Guidance and relevant legislation 

and regulation, such as the Data Protection Act (2018) and the General Data 

Protection Regulation (GDPR). 

 

All individuals undertaking duties on behalf of PC24 (employed staff, locums, 

associate clinicians, external contractors and non-executive directors) should 

make themselves aware of this policy including the need to ensure appropriate 

secure and confidential handling of all personal and business sensitive 

information and be aware of their responsibilities in maintaining information 

security. 

 

Confidentiality, integrity and availability of information should be maintained at all 

times. Employees will be trained in and adhere to the principles laid  down  in  

the  Data  Protection  Act  2018 and other legislation and standards such as the 

Caldicott report and principles which govern information management 

procedures to detect and resolve security breaches. 

 

Failure by an individual to adhere to the policy and its guidelines will be viewed 

as a serious matter and may result in disciplinary or legal action. 

 

Where employees or Associate Clinicians believe that it is not possible to meet 

the policy and associated guidelines this must be brought to the attention of the 

PC24 Director of Service Delivery (or on-call director via the shift manager if the 

issue occurs during the out of hours period) who will manage the risk in 

accordance with the PC24 Risk Management procedure. 

 

4. Managing Information Security Risks 
 

Any information security measures must be viewed as a necessity to protect 

against a risk of an event occurring or to reduce the impact of such an event 

which will breach information governance. Some of these events may be 

deliberate acts of damage and others may be accidental. Nevertheless, a range 

of security measures can be deployed to address: 

 

● The Threat of something damaging the confidentiality, integrity or 

availability of information held on systems or manual records 

 

● The Impact that such a threat would have if it occurred 

 

● The Chance of such a threat occurring. 

 

All staff should consider the risks associated with electronic and paper based 

Information Assets (IAs), and IT equipment and the information that is held on 

them. 
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All individuals undertaking duties on behalf of PC24 are responsible for reporting 

any perceptible inadequacies of information security measures currently used by 

the Information Asset Owner. 

 

4.1 Systems Security Penetration Test 
 

The organisation shall ensure the security of internal systems by use of 

penetration testing by an approved external contractor.   

 

Penetration testing will be conducted whenever a security risk is suspected but 

cannot be fully identified and resolved by internal teams and at least every 12 

months as a preventative security measure. 

 

The IT Team will be responsible for acting upon identified security risks as a 

result of penetration testing and securing externa; expertise where required. 

 

4.2 End point control 
 

All PCs connected to the PC24 core operational network must have installed 

device control software unless a policy exception has been approved by the 

PC24 IT team. 

      

End point protection software has been configured to control the use of mass 

storage devices such as USB memory sticks and external hard drives. 

 

Staff will not have access to all mass storage devices connected to the PC24 PC. 

Read and write access will only be available to the PC24 IT team and other 

approved individuals. 

      

If staff require read and write access to a mass storage device they must 

complete an IT service request to submit their business requirements for 

approval. 

 

5. ELECTRONIC AND MANUAL INFORMATION 
ASSETS/RECORDS 

 

This section describes the policy and principles for storing and accessing 

computerised and paper based information and records owned by PC24. Further 

information on the management of records is available in the PC24 Records 

Management Policy.  
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5.1 Physical and Environmental Security 
 

5.1.1 Premises 

 

Access to physical information and equipment holding information located within 

PC24 property will be restricted through the use of the same precautions that are 

taken for other valuable assets of PC24. Such security measures and restrictions 

include perimeter security, CCTV, coded and lockable doors, secure windows, 

window blinds and screens, alarms, and signage. 

 

Access to PC24 Headquarters is via coded external doors to the building and fob 

controlled, locked, doors to the PC24 premises. 

 

Information systems that are particularly valuable or that hold or are used to 

access personal, sensitive and critical information should be located in rooms 

that have lockable doors. Where this is not possible, e.g. mobile equipment, that 

equipment should be attended to by the users at all times and locked away 

securely when not in use. 

 

All physical IT assets belonging to PC24 must be asset tagged and the serial 

number recorded on the PC24 asset register. The IT department will be 

responsible for maintaining this asset register. Where PC24 uses equipment 

belonging to another IT provider, the appropriate IT provider will be responsible 

for logging the asset, however, appropriate PC24 staff will be issued with system 

credentials to access information. 

 

Computer equipment belonging to PC24 and partner IT providers must not be 

moved or disconnected without authorisation from the PC24 IT Department. No 

new computer equipment or portable devices may be connected to any network, 

including the internet, without the permission of the PC24 IT Department. 

 

All individuals undertaking duties on behalf of PC24 should take due care to 

make every effort to ensure that fire, flood, theft and accidents do not damage or 

result in the loss of IT equipment or manual information systems. Any suspected 

theft or damage to IT equipment should be reported immediately to the PC24 IT 

Department, and shift manager if during the out of hour’s period. 

 

All individuals undertaking duties on behalf of PC24 must visibly wear the PC24 

corporate identification badges and should challenge those colleagues and 

individuals not visibly wearing identification in controlled areas of PC24 premises. 

All contractors carrying out work on behalf of, and visitors to PC24, should be 

met at reception points where they are expected to “sign in” and be issued with a 

“Visitors” badge. Contractors and visitors should also be supervised at all times 

when moving around or working in controlled areas of the PC24 premises. 

 

Managers will be responsible for notification of any new or returning employees     

to allow appropriate access rights to be appropriately established from effective 
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dates. On the termination of employment, and in completion of work undertaken 

by contractors, ID badges must be returned and any keys and fobs issued must 

be returned to the appropriate individual. 

 

Managers are responsible for notifying the HR department and IT team when 

members of staff leave the organisation so that the leaver’s policy can be 

implemented, thus ensuring that there is no unauthorised access to PC24 

information systems. 

 

5.1.2 Storage 

 

Paper based information assets are particularly vulnerable as they cannot be 

replaced as easily should they be lost, misplaced, or destroyed. Paper based 

information assets should be minimised wherever possible.  

 

When not in use all paper based information assets should be stored in secure 

filing systems away from electrical appliances and other sources of heat to 

protect them against fire, flood, damage and theft. 

 

Removable media such as CDs, DVDs, USB flash devices, memory cards etc. 

should be avoided whenever possible and encrypted using approved 256 Bit 

AES encryption software where appropriate.  Personal and/or sensitive 

information should not be stored on removable media unless appropriate 

encryption is possible. When not in use these items should be stored in lockable 

cabinets and draws. Encryption passwords must never be stored with the device 

to which they relate. 

 

A clear desk policy should be adhered to by all individuals undertaking duties on 

behalf of PC24 therefore ensuring any information is never left in an un-secured 

environment. 

 

Any confidential information must be placed out of sight, preferably in locked 

cabinets when not in use. 

 

 All equipment and physical information must be sited and stored to minimise the 

risk of accidental damage, including risks due to liquid damage and fire. 

 

  

5.2  Disposal and Archiving of Information 
 

Information will be retained subject to NHS retention schedules as detailed in the 

PC24 Records Management Policy. 

      

Information that is no longer required should be disposed or archived securely 

and in line with the PC24 Records Management Policy.       

 

Any paper record or device containing personal and/or confidential information 

that does not require archiving must be securely disposed of after use. 
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Confidential waste bins are provided at all PC24 locations.   

 

Paper records and IT components which hold or have been used to hold 

sensitive or confidential information, e.g. paper records, hard drives, USB drives, 

printers etc. must be stored securely whilst they are waiting to be destroyed. 

 

Electronic data storage devices will be purged of all personal and sensitive 

information. Were it is not possible to purge electronic devices of personal and 

sensitive information they will be physically destroyed by an approved technical 

waste service provider and a certificate of destruction documenting the asset 

identification number must be provided. The PC24 IT Department will be 

responsible for coordinating the disposal of all PC24 IT equipment. Partner IT 

providers will be responsible for disposing of their own IT equipment. The           

IM&T Standard Operating Procedure for equipment disposal provides further 

guidance around disposal of asset equipment. 

 

All paper records containing personal and sensitive information will be disposed 

of via the confidential waste stream by an approved shredding company.  

 

PC24 will retain destruction certificates for all IT equipment and paper based 

records destroyed by compliant contractors on PC24’s behalf. 

 

For further guidance on the retention and disposal of health care records refer to 

the PC24 Records Management Policy. 

 

5.3 Information Assets (IA) 
 

Information assets are identifiable and definable assets that are owned or 

contracted by an organisation which are regarded as ‘valuable’ to their business 

and may contain both confidential, sensitive and none sensitive information. As 

such these assets should have an assigned ownership to senior accountable 

staff known as Information Asset Owners (IAOs). Information assets (IAs) will 

likely include the computer systems and network hardware, software and 

supporting utilities. 

 

 Information assets should not be seen as simply technical or physical entities. 

There are many categories and components of IAs to consider including: 

 

● Information – databases, system documents and procedures, archive 

media/data, paper records etc. 

● Software – application programs, system development tools and utilities 

● Physical – infrastructure, equipment, furniture and accommodation used 

for data processing 

● Services – computing and communications, heating, lighting, power, air-

conditioning used for data processing 

● People – their qualifications, skills and experience in the use of 

information systems and their availability 

● Intangibles – for example, public confidence in the organisation’s ability to 

ensure the confidentiality, integrity and availability of personal data. 
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As these categories suggest IAs are not necessarily tangible objects. Business 

processes and activities, applications and data should all be considered as IAs 

and/ or component parts. However, their degree of importance to the 

organisation may vary. 

 

All individuals undertaking duties on behalf of PC24 must comply with Data 

Protection legislation and must not be allowed to access information until the 

relevant departmental managers are satisfied that those individuals understand 

and agree these responsibilities. This will be included in all contracts of 

employment and service.      

 

As part of the information governance toolkit, PC24 is required to build and 

maintain a register of all its major information assets: 

 

● Each asset is assigned an IAO 

● Each asset must be assessed for its criticality 

● All critical assets tier 1-3 and those holding PID must have risk 

assessments in place covering unavailability and breach of confidentiality 

● All databases and applications that hold PID must have a documented 

system security template (SST) (see system-level security policy). 

 

5.4 Ownership 
 

Each designated critical and sensitive system will have a specified IAO 

(Information Asset Owner) who must ensure compliance with the Information 

Security Policy, ensuring the appropriate use of equipment and the appropriate 

support and maintenance. 

 

Each database or Information Asset (IA) will be recorded on the Information 

Asset Register. The IAO will have the ultimate responsibility for ensuring their IA 

is recorded and that they have a defined System Level Security Policy (SLSP). 

The SLSP documentation must include a clear statement as to the use of the IA, 

including users and detail about any restricted access to the IA. 

 

5.5 Data storage 
 

No data should be stored on PC24 systems unless it is directly connected with or 

in support of PC24 activity. 

 

PC24 data must not be stored on the local PC. Note that the ’my documents 

folder’ is a networked folder, along with the H: and S: Drives. 

  

All data/applications/databases must be stored on PC24 centralised storage 

provision or via an approved cloud hosting solution. Data stored in either of these 

environments is secure, backed up, under a support contract, regularly patched 

and disaster recovery is in place. 

  

Use of portable storage devices will only be approved as a temporary solution, 
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subject to information governance approval. For e.g. transfer of data from one 

network to another or temporary storage until a longer term solution is in place. 

 

 

5.6 Information Backup and replication 
 

It is important to ensure that electronically stored information is backed up in the 

event of a major incident or failure of equipment.  

 

Information stored on clinical information systems will be held in a cloud based 

server environment and the software provider will be responsible for ensuring 

appropriate backup and restoration processes are in place. 

 

Data located upon PC24’s local servers will be backed up and replicated in 

accordance with back-up procedures. Such information will be stored securely so 

as to facilitate minimal risk of data loss. 

 

PC24’s main areas of information backup and replication are as follows: 

 

● Near real-time replication of information held on PC24’s servers and 

shared drives between 2 discreet physical servers 

● Ongoing backup onto a discreet Network Accessible Storage (NAS) 

device with Raid array to prevent data loss in the event of any single drive 

failure. 

● Incremental Backup onto a 4 weekly set of 5 backup tapes, stored within 

a safe.      

 

5.7 Business Continuity 
 

All critical business processes have a written back-up procedure and disaster 

recovery plan. This is required to counteract interruptions to business activities 

and to protect critical business processes from the effects of major failures or 

disasters. Individual teams and Information asset owners will be responsible for 

creating written Business Continuity processes in the event of a serious incident 

or temporary system outage. 

 

5.8 Access to Information Systems 
 

5.8.1 Passwords and Codes 

 

Passwords have a valuable role in protecting systems from unauthorised access 

and are most effective when they: 

 

● are not easily guessed       

● are not names or have other connections to the user 

● are changed regularly and are not related to previous passwords 

● are a minimum of 6 characters 

● are a mixture of letters, numbers and symbols 
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● are kept secret 

● are not ‘VISITOR’, ‘GUEST’ or similar 

● are not shared 

● are not written down in insecure locations (suck as under keyboards and 

on the back of ID badges). 

 

Passwords used within PC24 systems must comply with the minimum 

requirements above. Certain system have additional requirements subject to the 

individual system and level of information available. Any new accounts will have 

a default password initially assigned, this initial password will be provided to the 

individual or requesting manager and must be set to be changed by the user 

upon first use of the relevant system.      

 

Where possible, any system accessible from outside of the PC24 network (or 

other nominated secure environment, such as the STHK HIS and Informatics 

Merseyside networks) should utilise two factor authentication, by use of a secure 

key or SMS validation code.  Where such systems do not support two factor 

authentication, alternative solutions should be considered whenever possible. 

  

Only the person to whom it is issued should use that password. All PC24 system 

users must never divulge a password. 

 

Only in exceptional circumstances (and not without the agreement of the Head of 

IT or appropriate senior manager/director) will the PC24 IT Team change a 

password to grant temporary access to a third party. After which, a new 

password will be generated before further access to the system. 

 

A password policy is detailed for each system in the PC24 System Level Security 

Policy to ensure security of access can be maintained and security of the original 

user account is not compromised. 

5.8.2 NHS SMART Cards 

 

NHS Smart Cards are issued to all individuals undertaking duties on behalf of 

PC24 where their role dictates a genuine business need to access national NHS 

spine systems, such as the Personal Demographics Service (PDS) or Electronic 

Prescribing System (EPS). Employees must not under any circumstances share 

SMART cards or divulge their PIN number to anyone. The PC24 disciplinary 

policy will be used if Smart Cards are not used appropriately.            

 

Smart Cards are issued by Informatics Merseyside on behalf of the NHS Care 

Identity Service.  Each system user should only have one NHS Smart Card 

issued at any one time, therefore, if any user has a Smart Card issued to them by 

another NHS organisation, PC24 access roles shall be added to their existing 

card while such access is required. 

 

Users exiting the organisation, but continuing to work in the NHS environment 

may retain their Smart Card, however, all PC24 access roles will be disabled 

upon leaving the organisation. 
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6. INFORMATION TRANSMISSION AND NETWORKS 
 

6.1 Local and Wide Area Networks 
 

Through the connection of the PC24 network it is possible to receive and forward 

information to other users of the network and other external networks, for 

example through the use of electronic mail. Should employees receive, identify 

how to, or gain access to unauthorised information on any networks then this 

event must be reported to the PC24 IT Team. 

 

All computer files transferred from other networks (including public access 

networks such as the 'Internet') and removable media must be checked for 

viruses before use within PC24. Files stored on the network and local PCs will be 

checked on a continuous basis by PC24’s security software. All Partner IT 

providers are required to have similar security arrangements in place. 

 

Any electronic equipment should not be used on PC24 networks until approved 

by the PC24 IT team that the system is ready for use – such equipment includes 

mobile phones, USB flash drives, laptops, media players and CDs. 

 

PC24 is connected to the Merseyside Community of Interest Network (CoIN) and 

Health and Social Care Network (HSCN), previously N3 providing managed 

access to: 

 

• Interoperable connections between other local trusts and healthcare 

organisations 

• In addition the HSCN/N3 supports connection between organisations and 

other networks. 

 

Access to interoperable networks is subject to NHS Digital authorisation and 

guidance. 

 

6.2 Remote access 
      

 

Remote access by Virtual Private Network connectivity is provided to PC24 by 

Informatics Merseyside and is primarily used as a route for home working 

clinicians to access clinical systems.  Remote access must only be assigned 

under the following rules: 

 

● Should only be permitted through approved remote access solutions 

● Two factor authentication is required for any solution accessing patient 

identifiable information 

● Should only be provided for those with a business need 

● Should be removed from those who leave PC24 

● Records must be kept by the information asset owner of all accounts and 

the level of access provided, these must be maintained and current and 

available for audit on request 
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● Remote access logs must record changes to access, new access, 

deletion of access, successful login date and time & failed logins 

● All access must be limited to an appropriate level determined by the 

member of staff’s role 

● All access must be reviewed on an annual basis, an audit trail must be 

kept of this review 

● All user accounts must be associated with a named individual.  

 

6.3 CCTV 
 

PC24 directly operates CCTV within its Wavertree Headquarters. CCTV footage 

is stored upon an electronic recorder within the PC24 network and is only 

accessible by the IT team upon a valid request and on the authorisation of the 

PC24 Head of IT and/or an appropriate senior manager.   

 

CCTV may be in operation inside and outside of other premises occupied by 

PC24 and is controlled by the building management.  

 

6.4 User Access to Network, Computers and Application 
 

Only individuals undertaking duties on behalf of PC24 and authorised 3rd party 

support staff can legitimately access PC24 computers and the information held 

on them. Unauthorised access may contravene the Computer Misuse Act (1990) 

and Data Protection Act (2018) and other legislation leaving the user open to 

prosecution. 

 

No individual will be given access to a live system without appropriate written 

requests from an approved individual, usually the individual’s line manager or 

nominated deputy.       

 

Access to the network will be protected by passwords. Employees must be 

granted access only to those areas that they require to perform their duties. 

 

Users will only be given access to those applications which are appropriate to 

their role. 

 

Where home working is requested, the line manager should ensure this is 

authorised and requested via the PC24 IT Team, who can advise on the security 

implications of each individual situation.      

 

6.5 Web Services (Internet and Email) 
 

Please refer to the PC24 Internet and Email policy for guidance in relation to use 

of Internet and email services. 

 

      

6.6 Notification of Staff Changes 
 

Line Managers are responsible for notification of new employees to the PC24 It 
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Team to allow access rights to be appropriately established from effective dates. 

 

Such requests should be made in writing via the PC24 IT Service Desk system.  

 

 

6.7 Security of Third Party Access to NHS Networks 
 

Written agreement must be received from all external contractors and non-NHS 

parties that they agree to treat all information confidentially and within the law 

and that information will not be disclosed to unauthorised individuals. 

 

Such contractors should also sign the Confidentiality Agreement for 3rd Party 

Suppliers, showing that they understand the relevant legislation should they need 

to access sensitive information stored on a computer system. 

 

6.8 Use and Installation of Software 
 

Departments must consult the PC24 IT Team in advance if any software being 

loaded onto PC24 or partner systems. 

 

Employees must not bring or download software onto PC24 premises without 

first getting permission from the PC24 IT Team. 

 

It is a criminal offence to make/use unauthorised copies of commercial software 

and offenders are liable to prosecution. 

 

All changes to and installation of software programs may only be undertaken by 

the PC24 IT Team. 

 

'Games' software, except for the purpose of authorised training is not permitted 

for use on PC24 equipment and must not be installed or used on the premises. 

 

6.9 Computer viruses & Malware 
 

Software and information processing facilities are vulnerable to the introduction 

of malicious software, such as computer viruses. 

 

Virus and malware are an ongoing risk to PC24 systems, however the risk can 

be minimised by responsible use of electronic systems. 

 

Viruses and malware can cause serious disruption to critical systems putting 

unnecessary strain on services and patient safety. 

 

All PC24 personal computers and servers must run up to date anti-virus 

software. All partner machines used to access PC24 systems must also run 

similar software. 

 

In the event of a widespread virus or malware threat, where security systems are 

unable to reliably protect PC24 assets, PC24 IT systems may be shut down or 
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disconnected from the wider internet or NHS networks as a preventative 

measure.  Such a measure will be for the minimum time possible to safeguard 

PC24 systems.      

 

All individuals undertaking duties on behalf of PC24 should not use computer 

media that has not been checked for viruses. Staff must contact the PC24 IT 

Team if a virus incident is suspected.  For this reason, users are not normally 

allocated access to read and write to USB media.  Where access to removable 

media is required, a business case should be presented to the PC24 IT team for 

assessment of the security implications, upon approval, exceptional access may 

be granted to individual users. 

  

6.10 Clear Screen Policy 
 

Workstations require a valid username and password before any software is 

accessed.            

 

Users must ensure that their screen is locked by a secure method (i.e. locking 

the windows system) when they are away from their terminal.  PC24 systems 

shall automatically lock after a period of inactivity in the event of a screen not 

being locked, but due to the timeout period before the system is locked, this 

should not be relied upon as the main method of preventing unauthorised access 

to systems. 

  

6.11 Clear Desk Policy 
 

Any confidential and sensitive information must be placed out of sight in     

lockable cabinets when not in use to protect against unauthorised access.      . 

Any temporary notes containing confidential or sensitive information should be 

disposed of via the confidential waste stream. 

 

7. PERSONAL USE OF PRIMARY CARE 24 SYSTEMS 
 

Limited personal use of PC24 systems may be authorised by user’s line 

manager as long as the use is appropriate and does not contravene any other 

sections of this policy  Personal use of internet and email systems is defined 

under the PC24 internet and email policy.       

 

8. MANAGEMENT OF MANUAL RECORDS 
 

8.1 Relevant Filing System 
 

The Data Protection Act covers not only personal data attributable to a living 

person held in an automatically processable form but also personal information 

which is recorded as part of a ‘relevant filing system’. 

 

Information recorded as part of a ‘relevant filing system’ is a structured set of 

information that can reference individuals either directly or indirectly so that 

‘specific information relating to a particular individual is readily accessible’. This 
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definition covers some types of paper-held data. 

 

Further information is available in the PC24 Records Management Policy. 

 

More detailed information relating to the Data Protection Act (2018) can be found 

in the PC24 Confidentiality, Data Protection and Caldicott Policy. 

 

8.2 Sharing of Personal and Sensitive Information 
 

Information relating to individuals should not be shared without following the 

Information Governance guidance for sharing information safely and legally.  

 

Further guidance is provided on how information should be transferred is 

provided in the PC24 Confidentiality, Data Protection and Caldicott Policy. 

  

9. RESPONSIBILITIES & DUTIES 
 

PC24 has structures in place to deliver information governance to meet its 

Caldicott, data protection and confidentiality requirements.  

 

9.1 The Chief Executive 
 

The Chief Executive had responsibility, as the Accountable Officer, for compliance 

with the GDPR within PC24. 

 

9.2 Data Protection Officer (DPO) 
 

The Company Secretary is the Data Protection Officer has specific responsibilities 

set out in Article 39 of the GDPR as: 

 

• To inform and advise PC24 and its employees about the obligations to comply 

with GDPR and other data protection laws 

• To monitor compliance with GDPR and other data protection laws, and with 

the organisation’s data protection policies, including: 

o Managing internal data protection activities 

o Raising awareness of data protection issues 

o Training staff 

o Conducting internal audits 

• To advise on, and to monitor Data Protection Impact Assessments (DPIAs) 

• To cooperate with the ICO as the supervisory authority and  

• To be the first point of contact for the ICO and data subjects. 

In performing their role the DPO will 

• Report to the Board  
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• Be given independence to perform their tasks 

• Take account of the risk associated with the various forms of data processing 

being undertaken, having regard to the nature, scope, context and purpose 

of the processing 

• Prioritise and focus on the more risky activities, such as the processing of 

special category data or processes where the impact on individuals could be 

damaging. 

 

9.3 Senior Information Risk Owner (SIRO) 
 

The Director of Finance is the PC24 SIRO.  The responsibilities of this role are: 

• To ensure that PC24 achieves monitors and embeds a culture of good 

information governance, across the organisation and with its business 

partners 

• To work closely with the DPO, IG Lead and Caldicott Guardian 

• To attend and Chair the Information Technology and Information 

Governance Steering Group 

• To complete appropriate specialist training for this role 

• To  understand the organisation’s business goals with particular emphasis 

on the use of, and dependency upon internal and external information assets 

• To ensure PC24’s Information Asset Owners (IAOs) understand their role  

• To initiate and oversee an information risk awareness/training programme 

and to communicate the importance and maintain impetus on identifying and 

managing information risk 

• To ensure that good information governance assurance practice is shared 

within PC24 and to learn from good practice developed and practiced within 

the NHS locally and nationally. 

 

 

9.4 Caldicott Guardian 
 

This role is undertaken by the Medical Director. The Caldicott Guardian is 

responsible for agreeing and reviewing processes and procedures governing the 

transfer and disclosure of personal confidential data within PC24 and with external 

agencies.  They will: 

 

• Develop and maintain knowledge of confidentiality and data protection matters 

and act as the organisational expert on confidentiality 
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• Ensure the Caldicott work plan is incorporated into the IG Framework, which 

will be managed through the Information Security and Information Governance 

Steering Group 

• Ensure that the Caldicott principles are appropriately reflected in 

organisational strategies, policies and working practices for staff 

• Undertake appropriate specialist training for their role 

• Meet regularly with the SIRO and IG Lead, attending the Information 

Technology and Information Governance Steering Group 

• Be the first point contact within PC24 for data protection and Caldicott issues 

• Work closely with the IG Lead when information owned by PC24 needs to be 

transmitted to an external agency 

• Ensure adequate governance over the issuing of Smartcards by the 

Registration Authority 

• Oversee patient information audit. 

 

9.5 Information Governance Lead (IG Lead) 
 

The Company Secretary is the Information Governance lead and is responsible for 

overseeing completion of the Department of Health’s Data Security and Protection 

Toolkit, including those elements pertaining to confidentiality and data protection. 

 

The IG Lead will:  

 

• Lead the co-ordination and implementation of the Data Protection and 

Confidentiality work programme 

• Attend the Information Technology and Information Governance Steering 

Group 

• Monitor and ensure PC24’s compliance with the principles contained within 

the GDPR, Caldicott Report and Confidentiality: NHS Code Of Practice  

• Oversee the provision of adequate training and awareness of all staff in 

relation to their responsibilities for Data Protection and Confidentiality, 

including specialist training in relation to their role as IG Lead 

• Ensure that Information Asset Owners are identified, are aware of their areas 

of responsibility and attend the Information Governance Steering Group. 
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9.6 Information Technology and Information Governance Steering Group 
 

The Information Technology and Information Governance Steering Group 

(ITIGSG) is chaired by the SIRO.  The group is responsible for: 

 

• Ensuring that PC24 complies with the GDPR, ongoing NHS guidance and 

mandatory requirements in relation to information technology, information 

security and information governance 

• Ensuring that PC24 complies with its obligations in relation to the Data Security 

& Protection Toolkit (DSP Toolkit) and that information to support the 

submission is appropriately captured 

• Developing and monitoring action plans relating to information technology and 

security identified by the Penetration Test process or any one off audit or 

review process 

• Progressing and embedding information governance processes at PC24 

• Allocating actions and work streams to the appropriate personnel 

• Developing and monitoring action plans supporting the DSP Toolkit and the 

development of good practice at PC24 

• Ensuring all staff receive training in IG appropriate to their roles and 

responsibilities 

• Discussing matters of concern in relation to information technology, security 

and governance 

• Keeping the relevant policies and Standard Operating Procedures, including 

this policy, under review 

• Monitoring the outcomes of Information Asset Risk assessments, audits and 

other review processes set out in PC24’s policies and SOPs.  

 

9.8 All Managers 
 

All managers are responsible for ensuring compliance with policies, that their staff 

successfully undertake annual mandatory IG training and that IG breaches are 

properly recorded through the Datix system. 

 

9.9 Information Asset Owners 
 

IAO’s are Data Custodians and are responsible for ensuring that the data 

protection and Caldicott Principles are fully observed and complied with by staff 

within their department or Service Delivery Unit (SDU). IAOs are required to ensure 

that all data flows and processing of data, for which they are responsible, complies 

with PC24 Information Governance policies. To this end they will:  
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• Promote Data Protection and Caldicott Principles on an on-going basis, 

including posters, articles and local briefings 

• Support managers with local induction for new starters and temporary staff to 

ensure they are given instruction on the Data Protection and Caldicott 

principles as part of their first week/day  

• Ensure all staff know the procedure for reporting IG and IT security incidents 

• Be the lead individuals for the completion of their particular aspects of the IG 

Toolkit  

• Attend meetings of the Information Governance Steering Group when 

required. 

 

9.10 Head of IT 
 

The Head of IT has a particular role in respect of the interface between Information 

Management & Technology, and the information handled and stored by PC24.  

The Head of IT will:   

 

• Provide an advisory service to the IGITSG and the IT team 

• Monitor and report on the state of Information Management & Technology 

security within the organisation 

• Ensure the  Information Security Policy and all Information Technology 

policies are maintained, up to date and implemented throughout the 

organisation 

• Lead on issues with regard to Cyber Security issues 

• Be the lead individual for the completion of the relevant aspects of the DSP 

Toolkit 

• Attend the IGITSG. 

 

9.11 Responsibilities of all PC24 staff 
 

• Everyone working in the NHS has a legal duty to keep information about 

patients, clients and other individuals such as staff or volunteers confidential, 

and to protect the privacy of individuals. They are required to adhere to 

confidentiality agreements i.e. common-law of confidentiality, contract of 

employment, NHS Confidentiality Code of Practice 

• PC24 places the utmost importance upon patient confidentiality 

• PC24’s patient confidentiality guidance is governed by the NHS Caldicott 

rules.  
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• All PC24 staff and visitors are required to sign a confidentiality agreement on 

commencement of employment with PC24 or on visiting the premises 

• In the course of their work PC24 staff may be called upon to handle and 

process patient-identifiable information whether it is stored on paper or on 

computer.  They are responsible for safeguarding the confidentiality of all 

personal and corporate information, transmitted or recorded by any means. 

Such information must not be disclosed, except to authorised personnel 

• All notes, memoranda, records and other material in permanent form made or 

created by PC24 staff relating to the business of PC24 in pursuance of their 

duties (including all copies) shall be and remain the property of PC24 and must 

be handed over on demand and in any event at the end of the employment, 

term of office or contracting relationship 

• PC24 staff must not at any time, either during employment, term of office or 

contracting relationship, or afterwards, use, or divulge to any person, firm or 

company, except in the proper course of their duties, confidential information 

relating to the business of any patient or customer of PC24 which may have 

come to their knowledge as a result of their relationship with PC24 

• PC24 staff must not use or divulge any information, relating to or concerning 

PC24, details of patients, general practitioners, or suppliers of PC24, or any 

computer programs and related manuals or documentation, the intellectual 

property rights of which belong to PC24, or the prices charged or quoted by 

any such suppliers which they may possess or which may come to their 

knowledge 

• PC24 staff must keep confidential all information entrusted to them which they 

know, or ought reasonably to know, to be confidential or secret, and not use 

or attempt to use any such information which they know, or ought reasonably 

to know, to be confidential or secret, in any manner which may injure or cause 

loss either directly or indirectly to PC24 or its patients, or may be likely to do 

so. This restriction will continue to apply at the end of the formal relationship 

with PC24, save to the extent that any such confidential information shall have 

come into the public domain. 

 

 

10. Information Security Incident Management 
 

The DPO (Data Protection Officer) will oversee investigations into all suspected 

and actual information security breaches in liaison with the SIRO (Senior 

Information Risk Owner). All investigations will be conducted in line with the 

PC24 Incident Reporting Procedures. 

 

Security breaches may result in disciplinary action. 
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10.1 CONTACT INFORMATION 
 

 

10.2 Information Security 
 

The PC24 IT Team has a responsibility for providing a secure environment for 

electronic information. 

 

The PC24 IT Team provide support and guidance for all issues concerning 

electronic information security. Advice regarding information governance matters 

such as Data Protection and Caldicott can also be taken from the Data Protection 

Officer. 

 

 

11. TRAINING REQUIREMENTS 
 

As this is an overarching policy, the training on its content is delivered via a 

number of different areas. This includes the induction training for new starters, 

PC24 information governance training, and Caldicott awareness training and 

other internally arranged courses. 

  

12. REVIEW AND MAINTENANCE 
 

This policy will be subject to revision annually or upon significant legislative, 

operational or technical changes and, if revised, all staff will be alerted to the new 

version. 

 

This policy is maintained by the PC24 IT Team on behalf of PC24 

 

Please consult the PC24 IT Team if you have any queries. 
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Appendix A 
 

Information Security Agreement checklist and sign off 

 

This agreement is intended to be a helpful Information Security aide-memoir for employees. It is 

not intended to be a comprehensive summary of user responsibilities and does not reduce or 

alter the standards or principles in the Information Security Policy. 

 

All individuals undertaking duties on behalf of PC24 must: 

 

● Contact the PC24 IT Team if you are aware that you are not meeting the standards and 

principles of the Information Security policy 

● Be aware of the potential risks that surround the data and systems you use. Do consider 

the security measures that you currently use in relation to these risks 

● Store all sensitive information on central file servers and not on personal computers if 

facility available 

● Safeguard portable IT equipment. Do not leave equipment visible and unprotected in 

public places. Portable hardware must be installed with password protection 

● Dispose of any confidential data on printouts or computer media securely 

● Log off and use a password protected screen-saver, if you leave a computer 

● Use email professionally as if writing on the organisation’s own letterhead 

● Be aware of other organisation’s related policies, including the internet and email policy 

● Wear your staff identification badge at all times 

 

All individuals undertaking duties on behalf of PC24 must not: 

 

● Move ANY non-portable IT equipment without contacting the PC24 IT Team 

● Move or remove any portable IT equipment unless authorised to do so by their line 

manager as part of their duties 

● Use insecure e-mail for clinical or confidential information without consulting the IT 

Department 

● Share passwords or Smart Cards 

● Hold personal data on your own system without understanding the Data Protection Act 

and Principles and confirming that there is sufficient physical security in place (e.g. 

lockable doors) 

● Copy personal data from one system to another without confirming that the recipient 

system has the same or greater security protection 

● Use or try to use IT networks which you have not been authorised to use 

● Use ANY non-authorised external memory stick, USB pen, MP3 Player or similar device 

on ANY PC24 network computer system 

● Install or make copies of ANY software. IT should be consulted. Copying software must 

be done with the authority of the copyright holder. 

● Store confidential information on portable IT equipment such as Laptops and Pen drives 

without encryption being used. 
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Relevant Legislation 

 

● Computer Misuse Act 1990 

● Copyright Designs and Patents Act 

● The Data Protection Act 2018 

● The Freedom of Information Act 2000 

● Common law on confidentiality 

      

 

 

I confirm that I have read, understood and accept the above. 

 

Signature……………………………………………………………. 

 

Print Name…………………………………………………………... 

 

Date…………………………………………………………………... 

  

 


